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ÁSebastian Apelt (@bitshifter123)

ÁCo-Founder of siberas in 2009

ÅIT-Security Consulting (Pentests, Code Audits, etc.)

ÅResearch

ÁLow-level addict

ÅReverse Engineering, Bughunting, Exploitation

Å> 100 CVEs in all kinds of Products

ÅPwn2Own 2014 (IE11 on Win8.1 x64) 

whoami
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Motivation
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ÁFuzzingat siberas

Å[ŜǘΨǎpwn the Reader @ Pwn2Own 2016!!

ÅUnfortunately, no lovefor Reader this time L

ÅIn 2015: XFA fuzzingon 128 cores

ÅFuzzrun yieldedthousandsof crashes

ÅSo far ~ 20 Bugs identifiedasunique(upcoming)

ÅAnalysis took agesΧ

Å[ŜǘΨǎtakea lookat a typicalReader crash!

Motivation
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0:000> !heap-p -a ecx
address07b2f3cc found in
_HEAP @ 11a0000
HEAP_ENTRY Size PrevFlags    UserPtr UserSize- state
07b24eb0 199c 0000  [00]   07b24eb8    0ccd8     - (busy)

(72fc.72ec): Access violation - code c0000005 (!!! second chance !!!)
eax=69572c30 ebx=00000002 ecx=07b2f3cc edx=05658af8 esi=0549e538 edi=07b2f3cc
eip=20a29654 esp=0031d8c4 ebp=00000003 iopl=0         nv up ei pl nz na 
cs=0023  ss=002b  ds=002b  es=002b  fs=0053  gs=002b        efl=00210206

AcroForm!DllUnregisterServer+0x2f73ce:
20a29654   mov edx,dword ptr [eax]  ds:002b:69572c30=????????

Motivation

Awesome, we have a crash! 

But no useful function name 
(DllUnregisterServer??) 

The object holding the bad 
reference is located in the 
middle of a huge buffer
=> Page Heap useless

Stacktrace also not helpful

Offset 0xa514 !?

0:000> kc
AcroForm!DllUnregisterServer+0x2f73ce
AcroForm!DllUnregisterServer+0x2f7212
AcroForm!DllUnregisterServer+0x2f7504
AcroForm!DllUnregisterServer+0x35f3ae
AcroForm!DllUnregisterServer+0x358f50
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ÁAdobe Reader => No symbols / RTTI infos!

ÅNo function names

ÅNo object / vtable information

ÅNo meaningful stacktraces

ÅPage Heap useless

ÁRoot cause analysis is very hard without context

ÁComplicates crash triaging during fuzz runs 

Motivation
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ÁHow do we ANALYZE crashes in XFA?

ÁHow do we EXPLOIT these crashes?

ÁObvious: We need context! We need symbols!

ÁNo in-depthresearch about XFA internals so far:

ÅMost useful: Writeups about XFA exploit from 2013 
(David and Enrique of Immunity Inc, Matthieu Bonetti of 
Portcullis Labs)

ÅGood technical analysis, but only scratching the surface

Motivation
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ÁWrite tools to recover contextual information

ÅLower the bar for other researchers! 

ÅCheck https://github.com/siberasin the next days

ÁFacilitate:

ÅVulnerability discovery and root cause analysis

ÅCrash triaging during fuzz runs

ÁDeliver XFA-specific background for exploitation

Motivation
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(Short!) Introduction to XFA
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Á·C!Υ α·a[ CƻǊƳǎ Architectureά

ÅSpecificationdevelopedby JetForm, later Accelio
(acquiredby Adobe in 2002) ςnot a standard

ÅLatestversion: 3.3 (01/2012): Easy readof 1584 pages.

ÅBrings dynamicbehaviorto the staticPDF world: Forms 
that candynamicallychangetheir layout!

ÅDynamic natureof XFA ispoweredby Javascript
(Spidermonkey24 sinceAR DC)

ÅXFA not supportedby manyPDF Readers, yet
(Chrome/Chromium, Firefox, Windows,...)

(Short!) Introduction to XFA
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ÁXFA form data itself is an XML-structure embedded in 
the PDF, a so-called XDP-Packet

ÁJavascript embedded in this XDP

ÅExecuted upon events (e.g. document is fully loaded, 
user clicks on button, etc.)

Á! ǇǊŀŎǘƛŎŀƭ ŜȄŀƳǇƭŜΧ

(Short!) Introduction to XFA
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<xdp:xdpxmlns:xdp="http://ns.adobe.com/xdp/">
<configxmlns:xfa="http://www.xfa.org/schema/xci/3.0/">
ώΧϐ

</config>
<templatexmlns:xfa="http://www.xfa.org/schema/xfa-template/3.0/">

<subformlayout="tb" name="form1">
<pageSet>

<pageAreaid="PageArea1" name="PageArea1">
<contentAreaw="612pt" h="792pt" x="20pt" y="20pt"/>

</pageArea>
</pageSet>
<field name="button1" w="41.275mm" h="9.525mm">

<ui>
<button highlight="inverted"/>

</ui>
ώΧϐ
<eventactivity="click" name="event__click">

<scriptcontentType="application/x-javascript">
app.alert(1337);

</script>
</event>

ώΧϐ
</xdp:xdp>

(Short!) Introduction to XFA
XDP Packet is XML embedded in the PDF
¢ƘŜ Ǌƻƻǘ ǘŀƎ ƛǎ ŀƭǿŀȅǎ αȄŘǇά

Config DOM contains configuration 
options for XFA processing

Template DOM is structured in subforms, 
ŎƻƴǘŀƛƴƛƴƎ ƻōƧŜŎǘǎ ƭƛƪŜ αŦƛŜƭŘάΣ αǘŜȄǘάΣ ŜǘŎΦ

Objects cancontaineventobjectsthat fire
on certainactionsόŜΦƎΦ αclickάύ
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ÁXFA specdefinesmultiple DOMs

ÅHUGE attacksurface(> 200 objectsaccessiblevia JS)

(Short!) Introduction to XFA

template

ConfigurationOptions

TplDOM: Objects which will be visiblein the PDF

XML-Data that canbe usedto populatefields in the PDF

Template andData aremergedinto Form DOM

Layout DOM makeslayout information accessible

xdp

config

dataSets

form

layout

xdc

dataDesc

Device-specificinformation

sourceSet

dataDescriptionDOM: Data schema

DOM for DB- / WebService-Connections
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XFA Internals
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ÁTweet by @nils

ÅNice! Some Solaris build seems to have symbols!

ÅNewest version which still has symbols: Solaris v9.4.1

ÁWe need a reliableheuristic to port symbols in 
AcroForm.api (module which implements XFA 
functionality) to newer AR versions

XFA Internals - General Approach
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ÁProblems:

ÅCode is rather old (2012) -> ManyCode changesfrom
v9.X to!w 5/Χ

ÅFunctioncount: Solaris ~48 K, AR DC ~ 95 K

ÅFunctionsdiffer evenif codestaysthe same (compiler
optimizationslike heavy inliningin v9.4.1 screwit up)

ÅTrieddiffing with Diaphora ςToomanyfalsepositives

ÅStructures, objectsandvtablesizesdiffer (slightly, but 
enoughto makeit veryhardto createreliableheuristics)

Åetc.

XFA Internals - General Approach
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ÁApproach: Tryingto understandReader v9.4.1 as
muchaspossiblewith the helpof symbols

ÁFind bulletproof waysto recoverthe mostimportant
symbols, i.e.

ÅHeap Mgmt functionsfor the customallocator

ÅObjectinformation

XFA Internals - General Approach
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ÁWhatdo we needto knowaboutobjects?

ÅHowto identify an object in memory

ÅVtableoffsets

ÅMethodsandpropertiesexposedto JavaScript

ÅOffsets of the entrypointsfor methods/ property-
getters and-setters

ÅFunctionnamesof vtableentries

XFA Internals - Objects
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ÁFirst attempt: XFANode::getClassTag

ÁFail! classTags not constant across versions! 

XFA Internals- Objects: Identification

From Field constructor method:
classTag for Field-Object in 
Adobe Reader 9.4.1:  0x86

classTag attribute can be 
found @ <XFAobj> + 0x10

classTag for Field-Object in 
Acrobat Reader DC:  0x8e
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Á<XFAObj>::Type methodto the rescue

ÁLocated@ vtable+8 of eachXFA-Object

ÁType-IDs arestaticacrossversions!

XFA Internals- Objects: Identification

Type is 0x7C46 for both v9.4.1 
AND Acrobat Reader DC! J

Adobe Reader 9.4.1

Acrobat Reader DC
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ÁPossibleto identify everyobject
by a binarypattern in newer
versionsof AcroForm.api

Åmoveax, 7C46h
retn
ė B8 467C00 00 C3

ÁXrefto the Type methodgivesus
the vtableoffset (RVA) to each
object!

XFA Internals- Objects: Identification

We can safely identify 334 
objects! Not too bad!
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ÁWhat do we need to know about objects?

ÅHow to identify an object in memory  

ÅVtable offsets

ÅMethods and properties exposed to JavaScript

ÅOffsets of the entrypoints for methods / property-
getters and -setters

ÅFunction names of vtable entries

XFA Internals - Objects



© siberas2016   |   24 / 65

ÁHowaboutmethodsandproperties?

Á<XFAObj>::getScriptTable() @ vtableoffset0x34

ÁReferences moScriptTablestructure

ÅStructurecontainsinformationaboutmethodand
propertynames, functionpointers, etc.

XFA Internals - Objects

XFAFieldImpl::moScriptTable



© siberas2016   |   25 / 65

XFA Internals - Objects

XFAContainerImpl::
moScriptTable

ϧαŦƛŜƭŘά

Property-Table

Method-Table

XFAObjectImpl::
moScriptTable

ϧαǘǊŜŜά

Property-Table

Method-Table

XFANodeImpl::
moScriptTable

ϧαŎƻƴǘŀƛƴŜǊά

Property-Table

Method-Table

XFATreeImpl::
moScriptTable

ϧαƴƻŘŜά

Property-Table

Method-Table

0x00000000

ϧαƻōƧŜŎǘά

Property-Table

Method-Table

Ptr1 to property-struct

Ptr2 to property-struct

0x00000000

Ptr1 to method-struct

Ptr2 to method-struct

0x00000000

ϧαǊŀǿ±ŀƭǳŜά

func-ptr setter

func-ptr getter

ϧαŀŘŘLǘŜƳά

func-ptr addItem

XFAFieldImpl::moScriptTable
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ÁWhat do we need to know about objects?

ÅHow to identify an object in memory  

ÅVtable offsets

ÅMethods and properties exposed to JavaScript

ÅOffsets of the entrypoints for methods / property-
getters and -setters

ÅFunction names of vtable entries

XFA Internals - Objects

¢h5hΧ 
bƻǘ ǘǊƛǾƛŀƭΧ Τ-(
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ÁMost allocations in AcroForm.api are managed by a 
custom allocator called jfCacheManager

ÁLIFO-style heap manager

Á5ŀǘŀ ōǳŦŦŜǊǎ όαōƭƻŎƪǎάύ ǎǘƻǊŜŘ ƛƴ ōƛƎ ƘŜŀǇ αŎƘǳƴƪǎά

ÁIntroduced most likely for performance reasons

Ábƻ ǎŜŎǳǊƛǘȅ ŦŜŀǘǳǊŜǎΧ

ÅNo Heap Isolation (see IE, Flash, etc.)

ÅNo Anti-UAF like MemProtect/MemGC

ÅΧ

XFA Internals - jfCacheManager
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Disclaimer: Next slides will only cover the relevant 
details of the memory manager in terms of 
exploitation!

(More in-depth analysis will be covered by a paper 
which will be released soon)

XFA Internals - jfCacheManager
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ÁVery simplified version of the jfCacheManager:

XFA Internals- jfCacheManager

Allocator structures:
ÁjfCacheManager
ÁjfMemoryCacheList
ÁjfMemoryCache

<Object>

α....ά

<Field-Object>

α!!!!!Χά

<Text-Object>

α/Ƙǳƴƪά
(big container)

α.ƭƻŎƪά 
(small data buffers)

sizeX

size Y
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XFA Internals- jfCacheManager
Storage of allocations 
of size < 0x100

jfMemCacheList

0x0 vtable

ώΧϐ

0x8 Ptr to Allocs>= 0x100

ώΧϐ

0x18 jfMemoryCacheList*
size0x1

jfMemoryCacheList*
size0x2

ώΧϐ

jfMemoryCacheList*
size0xFF

0x418 -
0x434 .

ώΧϐ

jfCacheManager

0x100 
entries

Array of jfMemoryCache*

jfMemCache* jfMemCache*

jfMemCache* jfMemCache*

ώΧϐ ώΧϐ

Array of 
jfMemoryCache*

Array of 
jfMemoryCache*

CHUNK
(BLOCK-
SIZE 0x1)

jfMemoryCache

jfMemoryCache

jfMemoryCache

jfMemoryCache

CHUNK
(BLOCK-
SIZE 0x1)

CHUNK
(BLOCK-
SIZE 0x2)

CHUNK
(BLOCK-

SIZE 0xFF)

jfMemCacheList

jfMemCacheList

jfMemoryCacheandthe chunks
will be relevant for exploitation!
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Ásizeof(chunk) derivedfrom block size: 

Example:    allocation size = 0x64

=> chunksize= 26 * (0xc3b3 / 0x64) * 4 = 0xcb20

Áα{ƻΣ if I geta crashandI seemy object locatedin a 
chunkof size0xcb20, then sizeof(objύ ҐҐ лȄспΚά

ÅUnfortunatelyƴƻǘΧ

base_size= 0xc350 // 50.000
chunksize= ((((size+ 3) / 4 ) + 1 ) * ((base_size+ size- 1) / size)) * 4

XFA Internals- jfCacheManager
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ÁjfMemoryCacheListscanmanage blocksof multiple sizes
=> blocksof sizesX andY canboth end up in chunkZ!

Áalloc(X) will beplacedin same chunkasalloc(Y) if

Åan allocationfor a sizeY > X hasoccuredbeforeand

ÅsizeX is in theǎŀƳŜ αrangeά assizeY

ÅRanges reachfrom 2n to (2n+1-1) (e.g. 0x20 - 0x3f, 0x40 - 0x7f)

ÁIn short:

ÅDoes the new block fit into some chunk that we already have? 

ÅIf yes, use that chunk instead of allocating a new one!

XFA Internals - jfCacheManager
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XFA Internals- jfCacheManager

0x0 vtable

ώΧϐ

0x8 Ptr to Allocs>= 0x100

ώΧϐ

0x18 jfMemoryCacheList*
size0x1

ώΧϐ

0x138

ώΧϐ

0x1a8 jfMemoryCacheList*
size0x64

ώΧϐ

jfMemoryCacheList*
size0xFF

0x418 -
0x434 .

ώΧϐ

jfCacheManager

Array of
jfMemoryCache*

jfMemoryCachejfMemCacheList

ObjectX (size0x64)

ObjectY (size0x48)

String of length Z (size0x64)

Objectof size0x48 fits into
chunkwith block size0x64

jfMemoryCacheList*
size0x48
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Á[ŜǘΨǎtakea lookat the structureswithin the chunks
andwhat happensduringalloc/ free operationsΧ

XFA Internals - jfCacheManager
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0x0 block size =0x10

0x4 max_entries

ώΧϐ

0xc chunk**

ώΧϐ

0x1C alloc_count = 0

0x20 next_alloc_ptr

0x24 jfCacheMgr*

XFA Internals- jfCacheManager

jfMemoryCache

0x00 flink

0x10 flink

0x20 flink

0x30 flink

0x40

0x50 flink

flink

Χ Χ Χ ..

Chunk (block size 0x10, chunk size 0xf424)

Ánext_alloc_ptrpointsto the block whichwill be returnedwith
the nextallocation
Áflinksform a singlelinkedlist separatingthe datablocks

block of 
size 0x10

Initial state ςAll blocks are free
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0x0 block size = 0x10

0x4 max_entries

ώΧϐ

0xc chunk**

ώΧϐ

0x1C alloc_count = 1

0x20 next_alloc_ptr

0x24 jfCacheMgr*

XFA Internals- jfCacheManager

jfMemoryCache

0x00 jfMC* AAAA BBBB CCCC

0x10 DDDD flink

0x20 flink

0x30 flink

0x40

0x50 flink

flink

Χ Χ Χ ..

Chunk (block size 0x10, chunk size 0xf424)

Ánext_alloc_ptr is overwritten with flink
Áflink is overwritten with pointer back to jfMemoryCache
Áallocs_counter is incremented to 1

After first allocation
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0x0 block size = 0x10

0x4 max_entries

ώΧϐ

0xc chunk**

ώΧϐ

0x1C alloc_count = 2

0x20 next_alloc_ptr

0x24 jfCacheMgr*

XFA Internals- jfCacheManager

jfMemoryCache

0x00 jfMC* AAAA BBBB CCCC

0x10 DDDD jfMC* EEEE FFFF

0x20 GGGG HHHH flink

0x30 flink

0x40

0x50 flink

flink

Χ Χ Χ ..

Chunk (block size 0x10, chunk size 0xf424)

Ánext_alloc_ptr is overwritten with flink
Áflink is overwritten with pointer back to jfMemoryCache
Áallocs_counter is incremented to 2

After second allocation
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0x0 block size = 0x10

0x4 max_entries

ώΧϐ

0xc chunk**

ώΧϐ

0x1C alloc_count = 3

0x20 next_alloc_ptr

0x24 jfCacheMgr*

XFA Internals- jfCacheManager

jfMemoryCache

0x00 jfMC* AAAA BBBB CCCC

0x10 DDDD jfMC* EEEE FFFF

0x20 GGGG HHHH jfMC* IIII

0x30 JJJJ KKKK LLLL flink

0x40

0x50 flink

flink

Χ Χ Χ ..

Chunk (block size 0x10, chunk size 0xf424)

Ánext_alloc_ptr is overwritten with flink
Áflink is overwritten with pointer back to jfMemoryCache
Áallocs_counter is incremented to 3

After third allocation
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0x0 block size

0x4 max_entries

ώΧϐ

0xc chunk**

ώΧϐ

0x1C alloc_count = 2

0x20 next_alloc_ptr

0x24 jfCacheMgr*

XFA Internals- jfCacheManager

jfMemoryCache

0x00 jfMC* AAAA BBBB CCCC

0x10 DDDD flink

0x20 jfMC* IIII

0x30 JJJJ KKKK LLLL flink

0x40

0x50 flink

flink

Χ Χ Χ ..

Chunk (block size 0x10, chunk size 0xf424)

Ánext_alloc_ptr is overwritten with pointer to free block - 4
ÁjfMC* is overwritten with next_alloc_ptr (becomes flink again)
Áallocs_counter is decremented to 2

Free second block
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ÁStill ŘƻƴΨǘlike the jfCacheManager?

ÁStill missingPage Heap?

üGetoffsetαjfCacheManager_activeά with
XFAnalyze_funcs.py 

üChange byte from 1 to 0 in binary

üReplaceoriginal AcroForm.api

üYoujust switchedoff the jfCacheManager:P

XFA Internals - jfCacheManager
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Exploiting the Reader



© siberas2016   |   42 / 65

Exploiting the Reader

Understand 
the Bug

Understand
the Heap

Knowyour
Corruption

Targets

ÁGoals

ÅBypass ASLR by corruptingspecificbyte(s) to causea 
memoryleak

ÅCƛƴŘ αŦƭŜȄƛōƭŜά overwrite target

ÅNoneedfor a write-what-where(e.g. 0-DWORD write or a 
partial overwrite to a controlledaddressshouldsuffice!)

ÅFind techniquewhichis fast, reliableandmost
importantly independantfrom OS andAR version
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Á[ŜǘΨǎtarget the metadatacontainedwithin the chunks!

ÁTwopossibilities:

ÁBothmethodscanbe abusedcreatea memoryleak! 
But hitting the flink is the easiestwayto go

Exploiting the Reader

0x00 jfMC* 61616161 61616161 61616161

0x10 61616161 flink

0x20 jfMC* 63636363

0x30 63636363 63636363 63636363 flink

0x40

0x50 flink

flink

Χ Χ Χ Χ

Chunk

Hit the jfMemoryCache*
Ý Block is allocated
Ý Triggers when block is 

freed

Hit a flink 
Ý Block is free
Ý Triggers when block is 

allocated
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Exploiting the Reader - Hit the flink!

0x00 flink

0x10 flink

0x20 flink

Χ Χ Χ Χ

0x0 block size

0x4 max_entries

ώΧϐ

0xc chunk**

ώΧϐ

0x1C 0

0x20 next_alloc_ptr

0x24 jfCacheMgr*

jfMemoryCache

Initial situation This is our 
overwrite target!


